Absolute Raid Bot: Setup and Admin Guide

Version 1.0.6 - for Absolute Raid Management 0.2.0 and Absolute Raid Companion - Absolute Gaming LLC

1. What the bot is

Absolute Raid Bot is your guild's DKP book, run from Discord. It is one of three pieces that work together:
Piece Who uses it What it does
Absolute Raid The raid leader in game Runs the raid: sealed loot bidding, reserves, attendance,
Management presence checks, boss and presence DKP.
(addon, 0.2.0)
Absolute Raid Every raider in game Shows the raider's DKP live, lets them reserve loot and bid
Companion (addon) privately, and answers presence checks.
Absolute Raid Bot Officers and raiders in Discord Keeps the guild's master DKP book between raids: registrations,
(this) standings, adjustments, the audit log, reports and backups.

The bot is the source of truth between raids. The addon is the source of truth during a raid. Before each raid, the bot hands
the addon a snapshot of everyone's DKP. After the raid, the addon hands the bot an export of what changed. The bot adds
those changes to its book.

What it can do

2.

3.

ERRID

Raiders: register their characters, then check their DKP, the standings, their history and loot.
Admins:
— approve registrations; add and remove users and characters
— adjust DKP, with a required reason that is kept forever
— set how much DKP araid earns
— make snapshots, import raids, make a navy and orange PDF report
— back up and restore the book
Two-factor codes on every admin command.
An audit log that can't be changed or erased.
Wowhead look-ups for items and boss loot, for WoW Forever and Retail.

What you need

A computer or server that stays on while the bot runs. A home PC works when it's on; a small VPS or a Raspberry Pi
works all the time.

Python 3.11 or newer (python.org; on Windows, tick Add Python to PATH when installing).

A Discord server where you have Manage Server permission.

An authenticator app on your phone: Google Authenticator, Microsoft Authenticator, Authy, 1Password or Bitwarden.

Create the bot in Discord

Open https://discord.com/developers/applications and sign in.

Click New Application, name it Absolute Raid Bot, and accept the terms.

Optional: on General Information, upload the bot's picture (the dragon logo from the bot's asset s folder).

Open the Bot page.

— Click Reset Token, then Copy. That's the bot's password. Never share it or post it. If it leaks, come back and reset it.
— The bot needs no privileged intents. Leave Presence, Server Members and Message Content off.
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5. Open OAuth2 -> URL Generator.

— Scopes: tick bot and appl i cati ons. conmands.

— Bot permissions: tick Send Messages, Embed Links and Attach Files.

— Copy the link at the bottom, open it in your browser, choose your server, and click Authorize.
6. Getyour IDs. In Discord, open User Settings -> Advanced and turn on Developer Mode. Then:

— right-click your server's icon and choose Copy Server ID. Thisis gui | d_i d.

— right-click your own name and choose Copy User ID. This is owner _i d (optional).

— Optional: right-click a staff-only channel and choose Copy Channel ID. Thisis| og_channel _i d, where the bot
posts every DKP change.

4. Install and start the bot

Hosting in Microsoft Azure? Follow Absolute-Raid-Bot-Azure-Setup.pdf instead of this section: it builds a small Linux VM
with the bot installed as a service, the firewall locked down, and the pairing code ready. Then continue at §4.5 (pairing)
and §5.

4.1 Unzip and install

Unzip AbsoluteRaidBot-1.0.6.zip where the bot will live (for example C: \ Absol ut eRai dBot ). Open a terminal in the
absol ut e-rai d- bot folder and run:

python -mpip install -r requirenents.txt
That installs discord.py, reportlab (for the PDF report) and cryptography (for 2FA secrets and backups).

4.2 config.json
Copyconfi g. exanpl e. ] sontoconfi g.j sonand edit it:
Setting Put in
owner _id Optional. Your Discord user ID: you become the bot's owner and first admin. Leave it empty and whoever
pairs the bot (§4.5) becomes the owner.
guild_id Your server's ID. Commands appear there straight away (instead of taking up to an hour).
| og_channel _id Optional: the staff channel's ID for DKP changes, approvals and imports.
require_2fa Leaveittrue.
keep_backups Daily backups to keep (default 14).
snapshots_private t r ue: only the admin who asks sees the snapshot file.
wowhead_pat hs Leave it as it is unless Wowhead moves its WoW Forever pages.
4.3 The token

Put the token in an environment variable rather than in a file.

¢ Windows PowerShell: $env: DI SCORD_TOKEN = "past e-t he-t oken"

¢ Windows, permanently: set x DI SCORD_TCOKEN " past e-t he-t oken", then open a new terminal.

e Linux/mac0S: export DI SCORD TOKEN="past e-t he-t oken"
(Youcanputitinconfig.jsonas"token", but then never share that file.)

4.4 Start it

pyt hon run. py
The terminal should show "Absolute Raid Bot 1.0.6 ready". In Discord, type / dkp and the commands appear.

4.5 Pair the bot with your server
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The first time the bot starts it makes a one-time pairing code like K7QW 2XVD- 9FHT. It prints it in the terminal (or the
service log)and savesitindat a/ pai ri ng- code. t xt . Until the code is entered, the bot answers nothing but the pairing
command.

In your Discord server, amember with Manage Server runs:

/ dkpadmi n pair code: K7TQW 2XVD- 9FHT
* After pairing the bot works only in this server. If it's invited anywhere else it leaves.

¢ The code works once and is deleted. Five wrong codes and a new one is made.
e If owner _i d was empty, whoever paired becomes the owner.

¢ To move the bot to a different server: stop it, runpyt hon run. py --new- pai ri ng-code inthe bot folder, start it,
and pair again. It's written to the audit log.

4.6 Keep it running
¢ Windows: in Task Scheduler, create a task that runs pyt hon run. py with Start in set to the bot folder, triggered at
log-on (or at start-up). Under Settings, turn on If the task fails, restart every 1 minute.
e Linux: run it as a systemd service with Rest ar t =al ways.
¢ Docker: the bot includes a Dockerfile:
docker build -t absol ute-raid-bot . then

docker run -d --restart unless-stopped -e DI SCORD TOKEN=... -v /path/data:/app/data -v
/ pat h/ confi g.json:/app/config.json absol ute-raid-bot
4.7 The data folder
Everything the bot keepsisin dat a:
File What it is
arb. db The DKP book: users, characters, transactions, raids, loot, settings.
audi t. db The audit log (kept separately so a restore can never touch it).
secret . key Encrypts 2FA secrets and backups. Copy it somewhere safe today (a password manager or a USB stick).
Without it, backups can't be opened.
backups/ The daily automatic backups, plus a safety copy made before any restore.
pai ri ng- code. t xt The pairing code, only until the bot is paired.

5. First-time setup in Discord
Do these once, in order.

0. Pair the bot if you haven't yet (§4.5): / dkpadm n pair code: <t he code>.
1. Turnon your two-factor (see §7): / dkpadmi n 2f a- set up, then/ dkpadm n 2f a- confirm code: 123456.
2. Name the guild: / dkpadm n setting key: Quild name val ue: Absol ute Gam ng.

3. SetDKP perraid: / dkpadm n set-dkp per_raid: 10 per_boss: O0.Everyraider present at araid night earns
per _rai d. Raise per _boss to pay for each boss kill as well.

4. Check the otherrules: / dkpadm n settings (eachoneis explainedin §10).

5. Register your officers: / dkpadnmi n adm n-add nenber: @ ficer code: 123456.0wneronly, with afresh
code. Each officer gets their two-factor key by DM and finishes with/ dkpadmi n 2f a- conf i r mwithin 24 hours (§7).

6. Tellraiders toregister: / dkp regi st er (see §6).

6. Users and registration

6.1How a raider registers
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The raider types:

/dkp register character: Brannoc-Stornrage class: Wrrior
* Use the character's name, or Name-Realm for a character on another realm. The class is optional.

e With approval on (the default), the registration waits for an admin. The log channel shows New registration.

« If the character is already in the book (because it was seen in a raid import), the raider is simply claiming it, and it keeps
all its DKP.

¢ Araider canregister several characters (alts). / dkp ne shows each one.

6.2 Approving
Command What it does
/ dkpmanage pendi ng Everything waiting, with who asked.
/ dkpmanage approve The character is linked to that member.
character:

Br annoc- St or nr age

/ dkpmanage deny Turned down; the reason is logged.
character:

Br annoc- St or nt age

reason: Not in the

gui l d

To skip approval: / dkpadmi n setting key: Registrations need approval value: O.

6.3 Adding, removing and linking (admins)

Command What it does
/ dkpmanage Adds a character, linked to a member if you name one. Adding a removed character back restores it with
add- char act er its history and DKP.

character: Seraphine
class: Priest
menber: @dera

/ dkpmanage Hides the character. Its history and the audit log are kept. A reason is required.
del et e-char act er

character: Seraphine

reason: Left the

gui l d

/ dkpmanage Removes the member's registration. Their characters stay in the book, unlinked. A reason is required.
del et e-user menber:

@era reason: Left

the guild

Characters that show up in a raid import but aren't registered are created automatically, so their DKP builds up. When the
player later registers that name, they claimit.

7. Two-factor (2FA) for admins

Two-factor is built into admin registration and can't be turned off. Step-by-step instructions are in Admin Registration and
Account Recovery.

The admin commands come in two groups, because Discord allows at most 25 commands in one group: / dkpadmi n (setup,
security, raids, data) and/ dkpnanage (registrations, characters and DKP changes). One unlock covers both.

1.1 Registering

e The owner registers when pairing the bot: the pairing reply holds their two-factor key. (An owner set in config runs
/ dkpadm n 2f a- set up.)
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o Officers are registered by the owner with/ dkpadmi n admi n-add nenber: @Xficer code: 123456. They start
as pending and get their key by DM (or with / dkpadm n 2f a- set up).

¢ Scan the QR code in the bot's reply with an authenticator app (no camera: Enter a setup key and type the key under it),
then/ dkpadm n 2f a-confirm code: 123456.0nly then is the person anadmin. An officer who doesn't finish
within 24 hours has to be registered again.

 Finishing gives 10 one-time recovery codes, shown once. Store them outside Discord.
e /dkpadm n admi ns lists every admin's status and recovery codes left.

1.2 Day to day
e Unlock: / dkpadmi n unl ock code: 123456 opens admin commands for 15 minutes. Lock early: / dkpadni n | ock.

» Step-up codes: adni n- add, admi n-r enove, r est or e, applyingi nport - db andr ecover y- codes need a fresh
code typed into the command, even when unlocked.

¢ Wrong codes are written to the audit log. If codes keep failing, set your phone's clock to automatic.

1.3 A lost phone

¢ Any admin with arecovery code: / dkpadmni n recover code: K7QW 2XVD. The old authenticator stops working, a
new key is shown, and 2f a- conf i r mgives a fresh set of codes.

¢ An officer with no codes left: the owner runs adni n- r enove then admni n- add.

¢ The owner with no codes left: on the bot's machine, pyt hon run. py --reset-2fa YOUR DI SCORD USER | D
(Azure: sudo ar b-reset-2fa <i d>) then/dkpadni n 2f a- set up and 2f a- conf i r m It's written to the audit log.

¢ New codes any time: / dkpadmi n recovery-codes code: 123456.

8. Running a raid with Absolute Raid Management

This is the loop for every raid night.

8.1 Before the raid: the snapshot
1. Anadminruns/ dkpadm n snapshot pool: Main.
— pool isthe name the points pool gets in the addon (keep using the same one).

— The bot replies with a file called dkp-snapshot-xxxxxxxx.txt, holding every active character's DKP and a check
number.

2. Theraid leader downloads that file and opens it in Notepad. Press Ctrl+A, then Ctrl+C.

3. Ingame, the raid leader types/ ar m i npor t . (The addon also asks for the snapshot by itself when you form a raid
without a fresh one.) Click the box, press Ctrl+V, then click Load snapshot.

4. The addon checks the paste. A paste cut short, or a line changed while copying, is refused with a message saying so. If
that happens, copy the whole file again.

5. You'll see "Snapshot xxxxxxxx loaded: N raiders". That pool is now tonight's DKP. Raid Companion raiders see their
snapshot balance straight away.

Loading a snapshot replaces that pool's balances and history in the addon. That's intended: the bot is the master book. It
doesn't touch any other pool.

8.2 During the raid
Everything happens in the addon.
¢ Loot: drops appear on the LOOT page. Right-click a drop for Start bidding, Start bidding, reservers only, a roll, or Award
to...
— Bidding is sealed: raiders bid from Raid Companion, the addon's pop-up, or a whisper, and only you see the amounts.
— The winner pays their bid and only the winner hears the price.

* DKP for being there: boss kills (if Give boss kill DKP automatically is ticked), the On-time bonus, Give to raid, and
presence ticks every few minutes (TOOLS -> Presence tick every).
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* Presence checks: each of those asks every Raid Companion raider "are you here?". The ATTENDANCE page's Companion
column shows who answered. With Presence DKP needs Raid Companion ticked, only raiders who answered (and aren't
AFK) are paid.

* In-game corrections (for example a late penalty) go through the POINTS page as usual. They are sent to the bot with the
export.

8.3 After the raid: the export

1. When you leave the raid, the addon reminds you. Type/ ar m export bot (or ATTENDANCE -> Export... -> For
Absolute Raid Bot).

2. Awindow opens with the export already selected. Press Ctrl+C.

3. Open Notepad, press Ctrl+V, and saveitasr ai d- YYYY- MM DD. j son. In Save as type, choose All files so Notepad
doesn'tadd . t xt ; the bot accepts. t xt too.

4. InDiscord, anadmin runs/ dkpadmi n i nport and attaches that file.
The bot answers with a summary:

Line Meaning
Raid nights added New nights, with who was there and the bosses killed. Nights it already had are skipped.
DKP earned dkp_per _rai d for each raider present, plus dkp_per _boss x their boss kills (and the addon's own

awards if ear n_sour ce is addon or bot h and a snapshot was loaded).

DKP spent Every item won, at its winning bid, plus in-game penalties.

New characters Raiders the bot hadn't seen; they were added automatically.

No raid DKP (Raid Shown whenr equi r e_conpani on is on.

Companion didn't confirm

them)

Warnings For example: no snapshot was loaded for this raid, an older snapshot was used, or someone is below zero.

8.4 Why it can't double-count

¢ Importing the same file twice is refused.

¢ Every night, boss payment, item and in-game change has its own key. An overlapping export (say, a whole week) only
adds what is new.

* The export carries tonight's changes, never whole balances. An adjustment an admin made in Discord during the raid is
kept.

9. Managing DKP

Command What it does

/ dkpmanage adj ust Adds DKP. Use a negative amount to take it (for example - 10). A reason is required.
character: Tarnok

amount: 25 reason:

Bench pay

/ dkpmanage Sets an exact balance. It is recorded as an adjustment of the difference, with the reason.
set - bal ance

character: Tarnok

bal ance: 150 reason:

Correcting the

i mport

/ dkpadm n set - dkp What a raid night (and each boss kill) earns.
per _raid: 10
per _boss: 2

/ dkpadm n audi t Every change to that character: who made it, when, and why.
character: Tarnok
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Nothing is ever overwritten. A balance is the sum of a character's transactions, and transactions can only be added. A
correction is a new line, so the history always shows what happened.

Negative DKP: an admin adjustment can't take a balance below zero unless al | ow_negat i ve is 1. Loot won ingame is
always charged; the import warns you if someone goes below zero.

10. Settings
Change any of these with/ dkpadni n set ti ng. Each change is logged.
Setting Default Meaning
DKP per raid night 10 Earned by every raider present at a raid night.

(dkp_per _raid)

DKP per boss kill 0] Earned per boss kill the raider was there for.
(dkp_per _boss)

Earn source bot bot : the bot pays the two amounts above. addon: use what the
(earn_source) addon awarded in game (boss kills, on-time, ticks; needs that
night's snapshot loaded in game). bot h: both.

Start balance 0] A new character starts with this.
(start _bal ance)

Allow negative DKP 0 1 lets admin adjustments go below zero.

(al | ow_negativ

e)

Registrations need 1 0 makes/ dkp regi st er link at once.

approval(require

_approval )

Raid DKP needs 0] 1: raid DKP only for raiders whose Raid Companion answered at
Raid Companion least one presence check that night.

presence (r equi r
e_conpani on)

Guild name, Report Shown on the standings and the PDF.
title

Default game for forever forever orretail,for/dkp | oot.
loot (gane)

11. Backups and restores

11.1 Automatic

Every day at 09:00 UTC (2:00 AM Arizona time), the bot writes an encrypted backup to dat a/ backups and keeps the
newest 14 (see keep_backups).

11.2 On demand

/ dkpadm n backup note: before season reset makesabackup and DMs it to youas

absol ut e-rai d- bot - YYYYMVDD- HHWVSS. ar bbak. If your DMs are closed, it shows the file only to you instead.
* Abackup holds the DKP book and a copy of the audit log, with SHA-256 checksums.

« Itis encrypted with dat a/ secr et . key: only this bot (or a bot with a copy of that key) can open it. Keep the key safe,
and keep backups off the bot's machine too.

11.3 Restoring

/dkpadmi n restore file: (attach the .arbbak) code: 123456 confirm RESTORE
1. The bot checks the file: the right key, matching checksums, and a database integrity check.
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2. It saves a safety backup of the book as it is now in dat a/ backups, so arestore can be undone by restoring that.
3. It puts the backup’s DKP book in place: users, characters, balances, raids and settings.

4. The audit log is never restored or rolled back. It keeps everything, including the restore itself, so a restore can't hide a
change.

11.4 The DKP database in and out (no server access needed)

e /dkpadm n export-db format: CSV / JSON / Bot h givesyouthe database: a CSV with one row per character
(character, class, discord_id, balance, earned, spent, raids, attendance_pct) or the whole book as JSON. It isn't
encrypted.

e /dkpadm n inport-db file: loadsbalances fromaCSV (columns char act er and bal ance, cl ass optional)ora
JSON export. It previews first; run it again with conf i rm | MPORT and your 2FA code to apply. Each character ends
up with exactly the file's balance, recorded as a transaction and in the audit log; the same file twice changes nothing.

¢ Use them to start from another DKP system, move to a new bot without touching its server, or fix many balances at
once. Full details: Importing and Exporting Data.

11.5 Moving the bot to a new machine

Stop the bot, copy the whole dat a folder and conf i g. j son to the new machine, install (§4.1), and start it. Or make a
backup, set up the new bot, copy secr et . key into its dat a folder, and restore the backup there.

12. The audit log

e What'srecorded:
— registrations, approvals and denials
additions and deletions of characters and users

every DKP adjustment, with the reason and the balance before and after

setting changes, imports (with the file's fingerprint), snapshots, reports, backups and restores
— admin changes, 2FA set-ups and resets, and failed 2FA codes
* It can't be changed. It lives in its own database (audi t . db), which refuses to edit or delete rows.

e Tampering shows. Every row carries a SHA-256 hash of the row before it. If someone edits the file outside the bot, the
chain breaks. / dkpadmi n audit - veri fy checks the whole chain and names the first entry that doesn't match.

* Readitwith/ dkpadm n audit (the latest 20),/ dkpadm n audit character: Nane,andcount: up to50.
e With| og_channel _i d set, changes are also posted live to your staff channel.

13. Reports and loot
e /dkpadm n report makes the PDF: navy and orange, with the logo, totals, full standings (class-colored, with earned,
spent, raids and attendance), recent raid nights, recent loot, and the guild's rules.
— Add public: True topostitinthe channel.
— ltis also safe to share with the guild.
e /dkp standings top: 25isaquicktableinthe channel.

e /dkp loot item 17068 lookstheitemup on Wowhead(WoW Forever by default; add gane: for Retail) and shows
who in your guild has woniit.

e /dkpadmi n | oot-fetch npc_id: 10184 nane: Onyxi a gane: WW For ever readsaboss's drop list fromits
Wowhead page, so raiders can see it with/ dkp rai dl oot source: Onyxi a.

— The NPC ID is the number in the boss's Wowhead address.
— Wowhead has no official API. The bot fetches each item once, keeps it, and spaces requests out.
— Items wonin your raids are learned from the imports even without Wowhead.
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14. Commands at a glance
Everyone (/ dkp):

Command

regi ster character Claim your character.

cl ass

me Your DKP and recent history (private).
check character Anyone's DKP.

standi ngs [top] The standings.

hi story character A character's history (private).

[ count]

| oot item [gane] Item look-up, and who won it here.
rai dl oot source A boss's loot list.

[ gane]

hel p How the guild's DKP works.

Admins (/ dkpadni n, unlocked with 2FA):

Command

pair code Pair the bot with this server and register the owner (Manage Server, before anything else).

2f a- set up, 2f a- confi rm Two-factor registration and unlocking.
code, unl ock code, | ock

recover code, Recovery codes, and who's registered.
recovery-codes code,

adm ns

set-dkp per_raid Rules.

[ per _boss],setting
key val ue,settings

snapshot [pool], The raid round trip.
import file
export-db [format], The DKP database in and out (§11.4).

inmport-db file
[confirm [code]

report [public] The PDF.

backup [note],restore Backups.
file code confirm

audit [character] The audit log.
[count],audit-verify

adm n- add nenber Owner only, with a fresh code.
code, adm n-renove
menber code

| oot-fetch npc_id Wowhead boss loot.
nane [ gane]

Admins (/ dkpnmanage: raiders and their DKP, same 2FA unlock):

Command

pendi ng, approve Registrations.
char act er, deny
character reason
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Command

add- char act er Add or restore a character.
character [class]

[ menber]

del et e- char act er
character reason,
del et e-user nenber
reason

Remove (history kept).

adj ust character
anount reason,

set - bal ance
charact er bal ance
reason

Change DKP.

i nk-character Move a character to a member (a raider's new Discord account).

char act er nenber
reason

In game (Absolute Raid Management 0.2.0): / ar m i nport (load a snapshot)-/ ar m export bot (export tonight)-/ ar m
conpani on (who runs Raid Companion).

15. Troubleshooting

Problem Fix

The log says the bot isn't in Invite the bot to the serveringui | d_i d (the log prints the link), and check gui | d_i d is that server's ID.
your server, or "403 Missing

Access"

The / dkp commands don't Check gui | d_i din config.json and restart the bot. Without it, Discord can take up to an hour.

appear

Every command says the
bot isn't paired

The bot left a server by
itself

"Admins only"

"Finish your admin
registration first", "Admin
registration expired" or
"Locked"

The snapshot paste is
refused in game

"This exact export was
already imported"”

"That file isn't an Absolute
Raid Management export"

A backup "can't be opened
with this bot's secret.key"

/ dkp | oot can'treach
Wowhead

Enter the pairing code: / dkpadni n pair code: ... (§4.5). Lostit? It'sindat a/ pai ri ng- code. t xt ;
on Azure, sudo ar b- st at us.

It's paired with another server and only works there.

Your Discord ID isn't an admin. The owner adds you with/ dkpadni n adm n- add.

See §7.

Copy all of the file (Ctrl+A first) and paste it again. The first line must be ARB- SNAPSHOT 1 and the last
END.

Nothing to do: it's in.

Make sure you saved the text from/ ar m export bot, not another export.

It was made by a bot with a different secr et . key. Copy the right key into dat a.

Try again later. Iltems already known still work. If Wowhead moved its WoW Forever pages, update
wowhead_pat hs in config.json.

Questions or bugs: our Discord, https://discord.gg/a8nM6yvMQM - https://absolutegaming.store
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